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d deep neural network
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®* Of the above thr ased method is proven to be most
effective than the other method

® Even then, online users are still being trapped into revealing sensitive information in
phishing websites.
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dataset
Ls of websites
URL and website

content-based ance level of each model is

measures and compared.
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®* Write a code for displaying the evaluation result considering accuracy metrics.

®* Compare the obtained results for trained models and specify which is better.
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nishTank . This

ats like csv, json etc.
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® Form the obtained collec ion, 5000 URLs are randomly picked.
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https://www.unb.ca/cic/datasets/url-2016.html

IP Address in U _ /https’ in omain name
‘@’ Symbol in URL * Using URL Shortening Service
Length of URL * Prefix or Suffix "-" in Domain
Depth of URL
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* All together 17 features are extracted from the dataset.
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XGBoost

Autoencoder Neural Network

Support Vector Machines
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ML Model Train Accuracy Test Accuracy

3 XGBoost 0.868 0.857

Multilayer Perceptrons 0.866 0.854

AutoEncoder 0.810 0.810

Random Forest 0.820 0.809

Decision Tree 0.816 0.803

SVM 0.806 0.786

® For the above it is clear that the XGBoost model gives better performance. The model is

(? saved for further usage.
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phishing with the use of

the saved mode
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